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Introduction

The Global Technology Industry Association (GTIA) MSP Guidebook
serves as a framework formanaged service providers (MSPs) to
create a culture of process efficiency, by firstidentifying areas of
improvement, thenimplementing best practices and strategically
building awareness.

This guidebookis notjust a document—it’s a catalyst for
transformation, designed to empower MSPs to elevate their
operational effectiveness to new heights. The guidebook provides you
with the tools to examine every aspect of your operations, revealing
opportunities forimprovement that may have previously been
overlooked, and offering a wealth of best practices toimplementin
your quest for efficiency. These strategies have been meticulously
curated from the industry’s most successful players, providing

you with a tried-and-tested blueprint for success.

Use this guide to start from scratch or pinpoint an area that needs
improvement. Whether you’re building your MSP operations from

the ground up orlooking to fine-tune an existing setup, the MSP
Guidebook, created by members of the GTIA North America Managed
Services Interest Group, is your go-to resource. It’s not about where
you are now; it’s about where this guide can take you. So, dive in and
start yourjourney towards a culture of process efficiency today.
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Assess Your Service
Portfolio

How canyou create acompelling value
proposition that differentiates your company
from competitors?

It’s All About Your Ideal Customer

Understanding yourideal customer profile (ICP)is a
cornerstone forsuccessinthe competitive landscape of
MSPs. By delvingdeep into the needs and preferences of
yourtargetaudience, you gain the power to tailoryour
services, marketing efforts and operations to align
perfectly withyourideal clients.

Understandingyour ICP enablesyouto attract the right
clients, customize your offerings, differentiate yourself from
competitorsand deliverexceptional customerexperiences,
ultimatelyleadingto business growth and success.

What Customers Should | Target?

Inthe beginning,itisbeneficial to be opportunistic (serve as
many types of customers asyoucan). Butasyou grow and
mature, you should narrow your focus to the customer
where youwinthe most.

Consider these factors when creating your ICP:

« Industry Focus: Industries like healthcare, finance,
legal, manufacturing and professional services often
requirereliable IT services to support theiroperations
effectively.

« Business Size: Smallto medium-sized businesses
(SMBs)with10 to 250 employees are more likely to
require outsourced T services due tolimitedin-house
resources. Butbusinesseswith fewerthan10 employees
often need extra attention tojustify the value of the MSP
cost. Businesses with100+ employees may require
additional assistance with strategy and compliance.

« Geographical Location: [dentify where you can provide
efficient onsite support. Rememberthatremote
supportcanbe providedregardless of the location.

«ITBudget: Identify companies thatunderstand the
importance of technology investment anditsimpacton
theiroperations.

« Pain Points: |dentify specificIT challenges commonly
faced by SMBs and tailoryoursales pitchto address
these directly.
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« Scalability: Look forbusinesses with growth potential
and expansion plans. Organizations that are planning
to grow willbenefitfromscalable IT solutions, providing
youwithlong-term sales opportunities.

« Compliance Requirements: Focus onindustries
with stringentregulatory compliance needs, such as
healthcare (HIPAA), finance (PCIDSS) orlegal (data
privacy laws). Positionyourservices as a solutionto help
clientsmeetand maintain compliance, asthiscanbea
critical factorforbusinessesinthese sectors.

Where Do | Win?

« Digital Transformation Readiness: Target businesses
thatare opentodigitaltransformationinitiatives. These
companies are more likely toinvestintechnology
upgrades andbereceptive toinnovative IT solutions that
canhelpdrive theirdigital transformation.

« Value of Downtime: I[dentify businesses that heavily rely
ontheirlTinfrastructure andunderstand the cost and
impactof downtime.

If you already have a set of customers, let’sunderstand where youwin. Complete the table below toinformyourICP.

Customer IT Budget Annual
Name Revenue

Industry

Employee Region Pain Points

Size

Doyousee any trends? Are there more customers of a specific size, industry orpain point? Are there other types of customers
thatdon’t fit the mold at all? By identifying trends, you can narrow your focus to a specific type of customer.

BONUS

T’P.’ most promising opportunities.

Remembertoregularly review andrefine yourideal client profile based on the success of your sales
efforts, market trends and customer feedback. Continuously adapt your approach to target the
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Understanding Who You’re Up Against
TherearealLOT of playersintheITindustry, butsome
aremore directthan others. The goalistoidentify who
yourdirect competitors are while understanding some
secondary andtertiary players youmay runinto.

« Primary competitors are yourdirect competitors
thatlook similarto yourorganizationfromasize and
capability standpoint. They offera similarversion of your
solutions andtarget the same customers or market.

Use the table below to map out your competition:

Competitor Annual Finances # of Services
Revenue Employees Provided

« Secondary competitors ook similarbut may offera
subset of yoursolutions and may target the same or
different customers or markets.

« Tertiary competitors may offerrelated products and
servicesbutlook different firmographically. These
companies may be beneficial to partnerwith further
downtheline.

Technology Regions
Supported

Company Tally
upported Type

Next, circle the cellsthat matchyourcompany’sresponses.
Thentally the number of circles. The competitors that have
the most overlap would be considered primary competitors.
The next set of competitorswould be tier2. And the least
similar competitorswould be considered tier 3.

Having trouble filling out the table? Use these resources for
competitorresearch:

« Google: Search forcompaniesinyourregionthat offer
similarservices; forexample, MSPin Chicago.

e Lists: Award lists like CRNMSP 500 or Channel Futures
50Tare great placesto start.

« Social Media: Social platforms can provide alot of
insight, like LinkedIncompany pages.

« Competitor Websites: You canlearnalotaboutyour
competitors by walking through their websites.

Make sure you are comparing apples to apples. Forexample, cybersecurity is on the top of every
MSP’s mind andis oftenincludedin portfolios. However, what do you mean by cybersecurity? Do you

have a SOC? Do you have dedicated cybersecurity experts onyour team? Understanding your depth
of capabilities helps you make sure you are comparing your company to the right competitors.
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Uncover Your Superpowers

Your core capabilitiesrepresent the unique strengths,
expertise, resources and superpowers that set your MSP
apart from othersinthe market.

Your Superpower: Your Employees

Youremployees are avaluable asset that canprovide a
significant competitive advantage. By investingin their
growthand development,an MSP canunlock the full
potential of theirworkforce.

Askyourself these questions:
« What certifications do the people onmy team possess that
demonstrate theirexpertise and credibility, reinforcing

trustand confidenceinourcurrentand future clients?

« How many years of experience does yourteamhave
collectively?

« Whatincentives do you offer to cultivate a culture of
continuouslearning foryourteam?

« Howdolpromote personalresponsibility within my
team by encouraging ethical practices, sustainability
initiatives and corporate responsibility?

Your Superpower: Your Competitive Advantage
Your competitive advantageis the differentiating factor that
setssuccessfulMSPsapartfromtherest.

Askyourself these questions:

« What certifications canmy MSP acquire to showcase
ourexpertise and credibility, reinforcing trust and
confidence to ourcurrent and future clients?

« Whatawards has my MSP earned fromvendors,
distributors orourlocal community to showcase our
expertise and credibility?

« Whenwasthelasttime aclient expressed gratitude for
ourservices? Canwe share this testimonial with others?

Global Technology Industry Association
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Your Superpower: Your Vendor and Distributor
Relationships

Forming and maintaining strong relationships with
vendors and distributors canbe agame-changer. These
partnerships can provide access to quality products
and services, enhance yourservice portfolio and offer
competitive advantagesin the marketplace.

Here’s how to leverage vendorand distributorrelationships
to build differentiationand gain acompetitive edge:

1.Whenselecting vendor partners, prioritize those with a
strongreputation fordelivering high-quality products
andservices.

2.Concentrate onaselect fewvendors that canprovide
youwith acomprehensive range of products and
services.

3. Establish strong connections withvendorsales
representatives and account managersto fostera
collaborative environmentandlead to more favorable
terms.

Askyourself these questions:

« Whatvendorpartnerships do you have?

« Dothose partnerships provide tier programs with better
margins?

« Do those partnershipsalign withyourtechnology and
services stack?

« Do those partnerships align with your current business
goals?

« Do thevendorsyouhave partnerships with have clear
and comprehensive Service Level Agreements (SLAs)?

« What partnerawards do you have?

e Isyoursalesteamaligned with the partner’s sales team?

Your Superpower: Your Processes

Efficientand well-defined processes canbe apowerful
differentiator. Having structured processes not only
streamlines your operations but also ensures a consistent
and high-quality service delivery to yourclients.

Askyourself these questions:

« Dowehave awell-defined onboarding processinplace
fornew clients?

« Howdowe assessaclient’'sbusiness goalsandIT
infrastructure to tailorour services?

« Are we effectively gatheringinformation about security
requirements?

« Dowehave acleardocumentation process?

« Howdowe generate and submit proposals to
prospective clients?

«IsourSLAwell-drafted and reviewed by an attorney with
expertiseinthe MSP space?

« Are we opento customizing the SLA to align with the
needsof eachclient?

« Dowe have asystematic approach to kick off projects?

« How do we defineresponsibilities, timelines, and
communicationchannels?

« Dowe conductregularprojectupdates?

« How dowe manage partneraccounts withvendors and
manufacturers?

« Are we stickingwith products that alignwith ourteam’s
expertise?

« How often dowe review our product stack toidentify
opportunities?
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Your Superpower: Your Competitors
Believeitornot, building strong partnershipswith other

service providers canbe avaluable strategy to enhance your
competitive advantage and differentiation. By collaborating

with like-minded professionals, you canleverage each

other's expertise, resources and networks to strengthen your

service portfolio and expandyourmarketreach.

Here’s how to make the most out of these partnerships:

+« Network and Engage: Immerse yourselfinthe channel
community by attending conferences, industry events
and networking sessions.

« JoinIndustry Groups: Become amember of industry
groups (like GTIA) and othersrelevant to your
niche. Being part of these groups exposesyouto
potential partnership opportunities and keepsyou
informed about emerging technologies and market
developments.

« Participate in Peer Groups: Seekmembershipinpeer
groups thatalignwith the type of services you offerto
yourclients. Engaginginpeer group discussions allows
youtolearnfromothers’ experiences, exchange best
practices and gainvaluableinsights.

« Foster Open Conversations: Cultivate an environment
of opennessandtrustwheninteracting with other
service providers. Be willing to share yourbusiness
operations, successes and struggles. Inreturn, you'll
benefitfromthe collective wisdom of the community.

Collaborate and Share Referrals: Strong relationships
with otherservice providers canlead to mutual referrals
and collaboration onprojects. When your strengths
complement each other, collaborating on client
engagements canenhance the overall service quality
and deliver exceptionalvalue to your clients.

Explore Partnerships and Mergers: As yourrelationships
with otherservice providers grow, you may discover
opportunities for strategic partnerships oreven
mergers. Combiningresources, expertise and client
basescanleadtoamorecomprehensive service
offeringandanexpanded market presence.

Leverage Shared Marketing Efforts: Partnerwith other
service providers onjoint marketing initiatives like
webinars, whitepapers, orco-hosted events.
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Your Superpower: Your Defined Services

By taking customer feedback andindustry researchinto
account, you cancreate aservice portfolio that setsyou
apart from competitors.

Askyourself these questions:

« Are we actively seeking feedback fromourclients to
understand theirsatisfactionlevels?

« Howare weincorporating customer feedbackinto the
development of new services?

« How frequently do weresearchindustry trends and
reportsto stayinformed about the latest developments?

« Have weimplemented any best practices
recommended by reputable industry sources?

« Dowehave aclearunderstanding of ourteam’s current
capabilities?

« Arethere any gapsinourteam’s skills that may limit our
abilities?

Use thistable to map out your strategy:

Their Weakness

« Dowe have comprehensive documentationforeach
service?

« Are ourservice descriptions easy tounderstand and
alignedwith customerneeds?

« How dowe measure the success of each service we
offer?

«What services do we consistently receive high feedback
on?

« Howopenare we to adopting new technologies?

« Are we agile enough to adapt ourservices to meet
evolvingindustry trends and needs?

Now you can take the information you have about your
direct competitors, try toidentify their strengths and
weaknesses and matchup your superpowers to show how
you canwinagainstthem. Insome cases, you may be well-
positioned, inother cases, youmay need to strengthenyour
capabilities.

Competitor

Strategy to Win

Their Strength

Inthe competitive landscape of MSPs, service portfolio managementis paramount for differentiation and success.
Understanding yourideal customer, competitors, core capabilities and unique differentiators empowers you to tailoryour

services and marketing efforts effectively.
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Build Effective Business
Processes

Establishing effective business processesis crucial for organizations
to streamline their operations, enhance efficiency and achieve
desired outcomes.

10 Steps to Maximize Your Processes

5

Standardize

4

3 Setclear procedures
roles and
2 responsibilities Develop
Analyze_and standardized
-I streamline Assign clearroles procedures and
Map the andresponsibilities ~ guidelines for
. process Review the toindividuals eachstep of the
Identify the mappedprocess  involvedinthe process. This will
objective Create avisual and identify any process. Clearly ensure consistency
representation unnecessary definewhois andreduce errors
Clearly define of the current orredundant responsible for orvariationsin the
the purpose and process,including  steps. Look for eachstepand workflow.
desired outcome allthe stepsand bottlenecks, delays ensureeveryone
of the business activities involved. orinefficiencies understands their
process. This will This will help you that canbe roleinthe overall
help you align understand the eliminated or process.
your effortsand flow of work and streamlined
focusonachieving  identify areas for toimprove
specific goals. improvement. productivity.
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9

8 Gather
feedback
7 anditerate
Monitor and
measure Encourage
Communicate feedback from
and train Establish metrics employees and
and key stakeholders
Effective performance who areinvolved
communicationis IR PlS) e s =55
Identify keytosuccessful ~ tomeasurethe Analyze their
opportunities process effectiveness suggestions
to automate implementation. of the process. andinsights
repetitive or Communicate Regularlymonitor ~ toidentify
MERVEIRENS changes, updates and evaluate opportunities
usingtechnology.  andexpectations ~ Performance forfurther
Implementing to allrelevant againstthese optimization.
tools and software  stakeholders. metrics toidentify ~ Continuously
canstreamline Providenecessary ~ areasforfurther iterate and
processes, trainingand improvement. refine the
improve accuracy  supportto process based
andsave time ensure everyone onthle feedback
andresources. understands received.
and adoptsthe
new process.

13

10

Document
and update

Documentthe
optimized process,
including allthe
changesand
improvements
made. Maintain
cleardocumentation
that outlines the
steps, rolesand
responsibilities
involved. Regularly
review and update the
documentation
asthebusiness
evolvesandnew
opportunities arise.

Global Technology Industry Association


https://gtia.org
https://gtia.org

I MSP Guidebook
Cultivating a Culture of Process Efficiency

Build a Better Process: Quarterly

Business Reviews

Quarterly businessreviews (QBR) serve as crucial
checkpointswhere both parties come togetherto
evaluate the progress, performance and overall health of
theirpartnership. These meetings provide an opportunity
to assessthe effectiveness of strategies, address
challenges andalign objectives for future growth.

5 Reasons MSPs Should Engage in QBRs

Relationship Building: QBRs provide an opportunity for MSPs to strengthen
theirrelationship with their clients. By engagingin face-to-face orvirtual

meetings, MSPs can foster open communication, understand the client’s goals and
aligntheirservices accordingly. Regular QBRs help build trust and rapport, allowing
MSPsto become trusted advisors ratherthanjust service providers.

2 Performance Evaluation: QBRs allow MSPs to evaluate their own performance
and demonstrate the value they bring to the client’s business. By reviewing the
performance metrics and discussing the outcomes achieved, MSPs can showcase
theirexpertise, highlight areas of improvement and discuss future plans. This
evaluation helps clients understand the value they receive from the MSP and
justifies the investment in their services.

3 Strategic Alignment: QBRs enable MSPs to align their services with the client’s
business objectives. By understanding the client’'slong-term goals and plans,
MSPs can make strategic recommendations and propose solutions that address
specific challenges oropportunities. QBRs facilitate discussions about technology
roadmaps, upcoming projects, and potential enhancements, ensuring that the
MSP’s servicesremain aligned with the client’s evolving needs.

4 Proactive Issue Resolution: QBRs provide a platform foridentifying and resolving
any ongoing or potentialissues. By discussing any challenges or concerns faced
by the client, MSPs can take proactive measures to address them before they
become significant problems. QBRs allow for open dialogue, problem-solving
and collaborative decision-making, helping both parties stay ahead of potential

disruptions and ensure a smooth operation.

5 Client Satisfaction and Retention: Regular QBRs demonstrate that the MSP is
committed to the success of the client’s business. By actively engagingin strategic
discussions and evaluating performance, MSPs show that they are investedin the
client’'s outcomes. This level of attentiveness enhances client satisfaction and
improves the likelihood of long-term retention. QBRs also provide an opportunity
forclients to voice any concerns or provide feedback, enabling MSPs to take
appropriate action and enhance their services.

14
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Use this checklist for your QBRs:

O

Review Service Level Agreements (SLAs): Evaluate the performance against SLAs foreach client, ensuring
thatagreed-uponservicelevels are being met.

Customer Satisfaction: Gatherandreview customer feedback, satisfaction surveys and testimonials to
assess client satisfactionlevels.

Service Delivery Metrics: Analyze key metrics such asresponse time, resolution time, uptime and availability to
measure the effectiveness of service delivery.

Client Retention and Expansion: Evaluate clientretentionrates andidentify opportunities forupselling or
expanding services to existing clients.

Financial Performance: Review financial data, including revenue, profitability and cost analysis, to assess the
overall financial health of the business.

Contract Renewals: Identify upcoming contractrenewals and discuss strategies toretain clients and negotiate
favorable terms.

Project Updates: Provide updates on ongoing projects, milestones achieved and any challenges or
roadblocks encountered.

Security and Compliance: Review security measures, compliance requirements and any incidents orbreaches
that occurred during the quarter.

Technology Updates: Discuss technology trends, advancements and any new tools or software that can
enhance service delivery orimprove efficiency.

Team Performance: Evaluate the performance of the MSP team, including individual contributions, training
needsand areas forimprovement.

Client Onboarding and Offboarding: Assess the efficiency and effectiveness of client onboarding and
offboarding processes, identifying areas forimprovement.

Risk Management: |dentify potential risks and vulnerabilitiesin the MSP operations and discuss strategies to
mitigate and manage them.

Business Growth and Marketing: Evaluate marketinginitiatives, lead generation efforts and discuss strategies
forbusiness growth and expansion.

Client Feedback and Recommendations: Discuss any client feedback, suggestions orrecommendations for
improving the services provided.

Future Planning and Goals: Set strategic goals and objectives for the next quarter, aligning themwith the
overallbusiness strategy.
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Build a Better Process: Customer
Success Roadmap

Strategy doesn’t come naturally, and customer success
seemslike amoving target, so how do you buildthemoutina
meaningful way?

1. Pre-Meeting Planning

One of themostimportant thingsthatMSPscandois
educate theirenduserpriorto afirst meeting. Thiscanbe
accomplished by delivering content thatis specificand
relevantto acustomer’sindustry, theirbusiness ortheir
needs.

Here are some actions you can take prior to a first meeting:

« Sendan “about us” email with meaningful content about
yourcompany and process

« Email some statistics and contentrelevant to the customer
and/ortheirmarket

« Invite the customer to awebinar, eitheryourown orfroma
vendor, which can help educate them onyour solution and
value

« Send a meeting reminder email to ensure the customer’s
decision makers willattend (and reschedule if they can’t)

2. The First Meeting

The goal of aninitial meetingis to help both parties get to
know one another and make sure your plan spells success for
the customer.

Make your first meeting a big success:

« Ask questions and clarify pain points. Rememberto ask
questions that are relevant to your offering. Share relevant

and similar pains that you've helped eliminate for similar
company types.

« Understand needs and define budget. Clarify the
customer’sactualneeds and budget asitrelates to your
offering.

« Reinforce how your offering meets their needs. Ensure
thatyou can clearly articulate what you can do by illustrating
outcomes. Follow up withmeeting notes and next steps.

« Assess the customer’s environment. Take the time to
fully assess the customer’s environment, documenting
information about allnetworks, servers, PCs, applications
and othertechareas. Using a variety of MSP tools can help
with automated discovery.

« Follow up. Keep communication ongoing, especially
afterevery major milestone in your process. Make sure
deliverables and outcomes matchup with customer
expectations.

3. The Findings and Recommendation Meeting
Theimportance of this next meetingis to make sure that you can
documentwhat you willdo—and how you will supportit. Thisis
where you share your QBR process.

Take yourtime to explain everything that you discovered and
documented. Thisis the moment you could win orlose the deal.
Thisis whenyoufocus onbuilding trust and having strategic
business conversations about the why you.

4. The Closing Meeting

Thisiswhenyouwill present proposed contracts and pricing,
schedule onboarding and talkimplementation. Some MSPs
view thisas anoptionalmeetingbutitisagoodideato
schedule thisandinclude decisionmakersinthe process.
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5. The Onboarding Meeting

Thisisagoodtimeto setrealistic expectationsontimelines
forcompletionand ensure that everyone understands your
onboarding process.

During the onboarding meeting make sure you:

« Clarify objectives. Be clearonwhat youwillbe doing.
Clearly articulate the products and programs you will be
implementing.

« Settimelines. Define the timelines and process that
willoccur during the relationship and what should be
expectedandwhen.

« Educate staff. Make sure that not only the stakeholders
understandyour program but also the entire staff. Take
time to educate everyone.

« Communicate the plan. Communicationis essential to
success. Interact oftenand with theright people. Make
sureyouhave aplanforthis.

6. The Ongoing Strategy Meeting/Call

Plananongoing bi-monthly strategy call ormeeting to
keep momentum going. Review the current planandits
performance and ask questions to ensure you are meeting
the customer’s currentneeds. Thisis also an opportunity to
review progress to-date. Your planshould have some goals
based onmeasurables. Make sure that the customercan
alsoseetheprogress.

It's OKto refrain from doing business with a customerthat does not fit your program or plan. Most

BONUS

importantly, don’t take onaclient that doesn’t allow you to make a profit. Youwon’t stay in business

TIPI if youcan'taffordtorunit. With a comprehensive plan, program and documented procedures for
customersuccess you will enjoy greater success inyour business!
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Invest in People

Did you know that finding a great new hire can
start wellbefore the interview process? Did you
know that once you hire yournew candidate the
coaching and monitoring of theirwork, growth
andbehavior continues?

Best Practices: Before You Hire

Always Be Recruiting

The more you connect to others outside of yourregular circle,
the more you willbe comfortable with networking and delivering
yourcompany’s value and why you are different from the rest.

Startby meetingjob seekers where they are:

« Professional associations/conferences, GTIA ChannelCon
would be agreat start

« Public speaking engagements allow you to meetand
connectwithyouraudience

« Alumnievents foryour alma matter or signup at alocal
university, college orcommunity college

« Chamber of Commerce eventsinyourlocal town or nearby
city

« Faith, charity or volunteer events give you the opportunity to
talk to folks about career opportunities

What Do You Needin a Candidate?

Considerwhatis needed now and take abit of time to
determine what willbe neededin the future. Here are afew
guestions to consider:

« Doyouneedthe candidate to fulfillarole and remainin that
role foryourbusiness?

« Doyou think the candidate you hire today can grow with your
strategy?

» Doyouhave time tonurture a candidate for a potential future
needrole?

« Do you have a pipeline opportunity where you will
immediately require staff?

What Are Your Non-Negotiables?
Non-negotiables are items that don't align with your core values
orwhatisrequired for therole. Take the time to document your
non-negotiables. Afew examples may be:

« Must be punctual

« Must be hygienic

« Must be presentable

« Must have a positive attitude

« Must bbe motivated

« Must have a specific certification
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Best Practices: The Hiring Process

Writing a Job Description

Youcanfindcommonjob descriptions online, but the most
effective way toensureyou're attracting therightapplicantsis
by creating a skills-based job description specifically foryour
company. Switching to a skills-based hiringapproach doesn’t
have tobe complicated. It starts withwritingjob descriptions
thatarefocusedonskills.

Here’'showyoudoit:
G

1. Make college degrees preferred, notrequired. InIT, college
degreescanbeover-valued.Nevertheless, itis okay towant
tohirejob candidateswhopossess college degrees. Afterall,
degreesshowthatindividuals can complete long-termgoals
and have significantknowledgeinaspecific area of interest.
Butif youwant to switchto skills-basedhiring, stressinyour
job descriptions that four-yeardegrees are preferred, not
required.

JIE

2. List alternative ways candidates could have gained
necessary skills. Some employers may believe thatrelaxing
theirdegreerequirements fortechjobswilllead to attracting
job candidateswho are unqualified and unskilled. Thisisn’t
the case. There are otherways candidates can attain skills
neededforajobwithoutgettingadegree. Skills-basedjob
descriptions show candidates that the hiring organization
embraces alternative credentials, such as IT certifications, IT
certificates orrelevant work experience.

al

—

3. Spellout eachjob’srequired skills. The mostimportant
stepinwriting askills-basedjob descriptionislisting the
specific skillsthe job calls for, without requiring that the
candidate gleanedthose skillsviaafour-yeardegree.
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Interviewing 101

Duringaninterviewit'simportant to assess the candidate’s
technical skills, durable skills, experience, personality and
attitude. There’'salotridingontheinterview foryouasthe
employer. Choose your questions carefully.

Forallroles, consider these team-oriented questions:

« Canyoudescribe atimewhenyoudisagreedwithateam
memberandhowyouhandledit?

« Howdoyouensure effective communicationwithinateam,
especially during high-pressure situations?

« What strategies do youuse to manage stress and maintain
productivityinafast-paced|Tenvironment?

« How have you contributedto fostering a positive team
cultureinyourpreviousroles?

« Canyou provide anexample of whenyoumentored or
helpedaless experiencedteammemberwithatechnical
problem?

Foranentry-level help deskrole, consider these technical
questions:

« Canyouwalkme throughthe process of settingup anemail
accountonaclient'snewdevice?

« Howwouldyoutroubleshootacomputerthat’srunning
slow?

« Canyouexplainwhat DHCPisand whyitmightbe
important forourwork?

« What stepswouldyoutake to troubleshoot a printerthatis
notprinting?

« Howwouldyoutroubleshootif ausercannot connectto
theinternet?

Foramid-level help deskrole, consider these technical
questions:

« Canyoudescribe the process of settingup asecure VPN
forremoteusers?

« Howwouldyouhandle a situationwhere multiple users
report the same software bug?

« Canyouexplainthe stepstorestoreaclient’smachine
using abackup?

« What stepswould youtake to troubleshoot aserverthatis
running slow?

« Howdoyougo aboutdiagnosing and fixinganissue where
emailsarenotbeingsentorreceivedin Outlook?

Foranetwork engineerrole, consider these technical
questions:

« Canyouexplainthe process of settingup a firewall for
network security?

« Howwouldyougo about troubleshooting alow-
bandwidthissueinacompany-wide network?

« Canyoudescribe asituationwhere youhadtoimplement
acomplexrouting protocolandhowyouensureditwas

successful?

« What experience do you have with cloud-based network
management?

« Canyouexplainhowyouwould setup secureremote
accessforalargeteam?
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To betterunderstand a candidate’s mindset, consider these
questions:

« Canyoushare howyou've adaptedtoremote work?

« What tools and strategies have you used to stay productive
while workingremotely?

« Whatnewtechnologiesortools haveyoulearnedinthelast
year? How have theyimproved yourwork?

« Tellme aboutarecent projectwhereyouhadtolearnand
apply newtechnology.

« Canyoushare anexperience whenyouworkedinadiverse
team?How did youhandle conflicts ordisagreements?

« Whatdoesadiverse andinclusive workplace looklike to
you?

« How doyouthinktech companies should approach
sustainability?

« Howhave youincorporated sustainability into your
professional orpersonallife?

« Tellme aboutatime youhadtodeal with asignificant
setbackatwork. How didyouhandleit?

« Howdoyoumanage stress and avoid burnout?

« Howdoyouensure you're continuously learningand
stayingupdated?

« Canyoushare thelatest professionaldevelopment course
orcertificationyou’ve completed?

« How do you ensure data security and privacy in your
currentrole?

« Whatareyourthoughtsontheimpactof Aland
automation?

« Canyoushare howyou've collaboratedwithateamvirtually?
What challengesdidyouface?

« Howdoyouseeyourrole evolvinginthe next 3-5years with
advancementsintechnology?

« Whatemergingtechtrends do you think willhave the most
impactonyourrole,andwhy?

To gettoknow a candidate onapersonallevel, consider
these questions:

« Tellme about atime whenyouwere proud of something
youaccomplished

« What'sthe mostrewarding experience you've had, either
professionally orpersonally?

« How doyoulike to spendyour free time?
« What are you passionate about?

« If you couldhave dinnerwithanyone, living ordead, who
woulditbe, andwhy?

« What'sthe bestbookyou'vereadrecently andwhy did you
likeit?

« Howdoyouhandle stressand pressure, especially during
challenging situations at work?

« Whatare youcurrentlylearning, or curious about?

« Describe asituationwhenyoureceived criticism. How did
yourespondtoit?

Tounderstandif acandidate is agood fit for your company
culture, consider these questions:

« What motivates youto cometowork every day?

« Tellme aboutatime youwentabove andbeyond atwork.
What promptedthis?

« Whatdid youlike the mostabout yourlastjob?

« What type of work environment do you thrivein?
« Whatwould make youleave ajob?

« Howdoyoudefinesuccess?

* Whatareyoulooking forinterms of careerdevelopment?
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Interviewing Candidates Without
Technical Experience

If you'reinterviewing candidates foratechnical position
andthey’rejust startingout ordon’thave much technical
experience,it’'s essentialto approach theinterview differently
thanyouwouldwithanexperienced candidate.

Here are some suggestionsonhow to prepare:

1. Understand the Position: Evenif you're not technically
inclinedyourself, make sure youunderstand the key skillsand
knowledge that the positionrequires. Speak withsomeone
whoisanexpertinthe areaoramanagerwho overseesthat
positionto getaclearunderstanding of the technical skills that
arenecessary.

2. Emphasize Durable Skills: While technical skills are
important, durable skills such as problem-solving,
communication, teamwork and adaptability are also vital.
These skillscan oftenbe moreimportant than technical skills,
especially forentry-level positions. Ask behavioral questions
that allow the candidate to demonstrate these skills.

3. Assess Problem-Solving Skills: Fortechnical positions, the
ability to troubleshoot and problem-solveis crucial. Youcan
present hypothetical problems orscenarios and ask how they
would approachsolvingthem. This cangive youinsightsinto
theirthoughtprocess and problem-solving skills.

4. Look foraWillingnessto Learn: |f acandidateis
inexperienced, it's essential that they are eagertolearnand
grow. Ask about any self-learning they’ve done, suchas online
courses, coding challenges orpersonal projects. Also ask
abouttheirplansforcontinuedlearningand growth.

5. Test Basic Knowledge: While they may not have much
experience, they should have some basic technical
knowledgerelevanttothe position. Youcanask
straightforward technical questions orhave themexplain
basic conceptstoyou. Thiscangive youasense of their
foundationalknowledge.

6. Use Technical Assessments: If you feelill-equippedto
judge acandidate’s technicalskills, considerusing technical
assessmentsorskillstests. These canbe administered by
athird party and can provide an objective measure of a
candidate’stechnical abilities.

7.BringinaTechnical Expert: If possible, have atechnical
expertsitinontheinterview. They canask more technical
questions and betterevaluate the candidate’sresponses.
Evenifthey're not there forthe wholeinterview, they canbe
broughtinforaportionofit.
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Best Practices: Onboarding New Hires
Effective onboarding plays a crucialrolein settingnew
employeesup forsuccess. Awell- structured onboarding
program provides new hires with the necessary knowledge
and added skillsto perform theirjob effectively.

Assign an Onboarding Buddy

Assigning an onboarding buddy introduces the new hire to
the company’svalues, missionand culture to fosteranearly
sense of belonging and connection. This can facilitate a
smoothintegration process, reducing stressandimposter
syndrome forthe new employee.

Considerthe personality of the new employee and match
themaswellasyou canwithinyourorganization. (This works
bestif yourinternalteamleansinandvolunteersto stepup
asonboardingbuddiesinadvance!)

Create 30/60/90-Day Roadmaps

Creatinga 30/60/90-day roadmap outlines milestonesin
productivity output.Inatechnicalrole, thislikelyincludes
various certifications, butdon’tlimit yourself tojust those
things. Include software to be trained on (CRM, RMM, PSA,
Zoom, etc.)and whenthat training willbe completed and
whoisresponsible forit.

KPlsand metrics should beincludedinthe 30/60/90-
dayroadmap as well. These must be SMART (specific,
measurable, attainable, relevant and time-bound) goals.
Ensure that these metrics align with the overall company
objectives and discuss the why behind them.

Considerascorecardtype of visual tracking that allows you
bothtoseewhenroadmap milestones are achievedinthe
30/60/90-day planandif the employeeisontrackto meet
the KPIs. Being able to checkthis at the start of each week
willhelp everyone understandif adjustments need to be
made ormore time needs to beallocated to areaswhere the
employeeis struggling.

Regularly Meet 1:1
Schedule aT:1weekly meeting for the new employee and
theirmanager - and stick toit. Using the above-mentioned
scorecardfordiscussion/coaching points at this meetingis
very helpful.
Create anagenda for this meeting that allows time to:

« Address challenges orconcerns

« Provide supportive feedback

e Review scorecard metrics

« Have hard conversations, if necessary
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Here are some ideas:

4
'Q[‘% S Purpose:

What are you proud of since we
last chatted?

Growth:

Has there been anythingin the past two weeks
thatyouwanttorefiecton?

/) Connection:
(/ What was the best ortoughestinteraction you had this
week (team, customer, meeting, email, etc.)
-

What’s Next:

Is there anything comingup that you're

looking forward to orworried about?

Feedback Bonus Question:

Share adecision orinteractionforfeedback.

Goal. How do you see yourwork connectedto orin
support of that.

(@) O (@@ Manager Sharing Bonus Question:
NMAM
ﬁ- Shareinsight from the broader team/department
leadership team. Whatis yourreaction?

Manager Sharing Bonus Question: O O
Share areflectiononacurrentteam/department \ %
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Manage Your Vendor
Partners

Vendormanagementis not merely about
engaging with third-party suppliers;itisa
strategic discipline that directlyimpacts an
MSP’s ability to deliver quality services, enhance
operational efficiency and build trust with
clients. Theimportance of effective vendor
management cannot be overstated, asit serves
asthe foundationforaresilientandreliable IT
infrastructure.

Making Informed Partnership Decisions
The process of identifying reliable vendors amidst a sea of
options canbe daunting and overwhelming. Toempower
MSPsin making well-informed partnership decisions, use the
guidelines below. By evaluating potential vendors based ona
set of criteria, MSPs can confidently establish partnerships that
not only complement their service offerings but also align with
theirlong-termbusiness objectives.

The Vendor Vetting Process
1. Define yourrequirements

a.ldentify the needs of your business or the client
b.Determine the type of vendor thatis needed

i. Hardware

ii. Software

iii. Cloud

iv. Security

v. Other

2.Research potential vendors

a.Searchforindustry leaders and vendors with good
reputations

b. Seekoutindustry publications and forums (technical
and strategic)

c. Seekvendors with high customer satisfactionand
positive reviews

d.Ask forcustomerreferrals at oraround your company’s
volume/size

3. Evaluate vendor capabilities
a. Evaluate technical capabilities and expertise
b. Verify any certifications or Trustmarks
c.Researchfinancial stability and length of operation
4. Evaluate vendor'srecord

a.Research the vendor’s backgroundincluding
reputation, legal history and customerreferences

b. Assess security practices and compliance with
industry regulations

c. Verify insurance coverage and otherrisk mitigation
measures

5.Request and evaluate proposals

a.Ask forproposals fromvendors you've researched that
have positive progress

b.Rankvendors according to your comparison of

theirpricing, SLAs, contract terms and meeting your
company’srequirements or client’s service needs
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Some Data Points to Consider
1. Company background and culture
a.Yearsinbusiness
b.Employees
c.Annualrevenue
d. Financial backing
e.Reputationandreferences
f.Relevant certifications
g. Outstanding legal entanglements
h. Corporate culture
2.Productand/orservice
a. Type of product/service
b. Otherproductlines
c.Primary focus
d. Product-specific requirements
3. Service-levelagreements (SLA)
a.Uptime guarantee
b.Response andresolutiontimes
c.RemedyforSLAbreach
4. Security and compliance
a.Relevant compliance requirements
b.Certifiedrequirements
c. Data protectionpractices
d.Accesstoenduserdata

e.Encryptionmethods

f. Dataresident
g.Disasterrecovery plan
h. HIPAABPA
i. Sufficientinsurance coverage
5. Supportand maintenance
a. Firstand second level of support
b.Support team
c.Maintenance policy
d. Outage notification
6. Scalability and future readiness
a.Scaletofutureneeds
b. Publishedroadmap
c. Partneradvisory council to drive product development
7.Pricingand contract terms
a. Pricing
b.Hidden oradd-oncosts
c.Discount levels orrequirements
d.Agreementlength/term

e.Paymentterms
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Negotiating With Vendors
Vendornegotiationis an essential part of doing business, and it
isimportant to have a strategy in place to ensure success. Asan
MSP, negotiating with vendors for the best prices and terms can
significantly benefit yourbottomline.

Here are some best practices to follow when negotiating with
vendors.

Do Your Research

Before entering negotiations withavendor, itisimportant to
doyourresearch. Understand the market and the pricing of
the services you will be purchasing. Knowing the competitive
prices and terms can ensure that you get the best deal. Itis
alsoimportant toresearch the vendor you are negotiating with.
Knowing the vendor’s reputation and experience with

other customers can give you an edge when negotiating.

SetClear Goals

Before beginning negotiations, itisimportant to have clear
goals of what you are looking to achieve. Setting goals can help
keepyou focused and ensure that youdon't get sidetracked
during the negotiation. Goals shouldinclude not only price but
also the terms of the greement, the quality of service provided
andthe timeline of the project.

Be Flexible

When negotiating with vendors, itisimportant to be flexible and
opento different solutions. Being open to compromise and
finding solutions that benefit both partiesis often the key to
successfulnegotiations. Try to understand the vendor’s point of
view and be willing to negotiate on different aspects of the deal.

Communicate Clearly

Clearcommunicationis essential for successful negotiations.
Make sure that all partiesinvolved are aware of whatis being
discussed andthat everyone’s expectations are being met.
Be sure to ask questions and make sure that all points of the
negotiation are clear.

Get Competitive Bids

Competition makes everyone better. The first offeris never

the vendor’s best offer. Make every bid competitive, and keep
drivinguntil the vendors say “no, we are done thisis ourbestand
final.” Also negotiate deals at the end of the quarterwhenthe
vendor CFOs are likely to approve big concessions.

Be Prepared

[tisimportant to be prepared fornegotiations with vendors.
Have allthe information you need to make aninformed decision
and beready torespondto any questions the vendor may have.
Having a clearunderstanding of the services you are looking to
purchase will help ensure that you get the best deal.
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Implementing a Vendor Management Policy

Avendor management policy serves as the bedrock for effective vendor partnerships, streamlining the selection, onboarding and
ongoing management processes. Use this vendor management policy template, designed to empower MSPs with a structured
framework for building and nurturing vendor relationships, to get started. By adopting a systematic and organized approach, MSPs
canmitigate potential risks, enhance operational efficiency and uphold the highest level of security and compliance.

Vendor Management Policy Template

Document Type: Organizational Policy Document Ref No: Policy Number
Controls Regulation/Standard: Controls Addressed:

Addressed: Compliance Framework

Created by: Published by: Effective from: Revised on:
MSP Name Company Name 1/1/1901

Client FullName
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Scope:
This policy and procedures thereof shallbe applicable to:
« All office facilities of [Company Name].

« Employees and third-party contract workers accessing
[Company Name’s] personal Identifiable Information (PI),
personal healthinformation (PHI), and information systems
andservices.

« [Company Name]information systems and data maintained
by oronbehalf of the organization, specifically:

- Information systems and applications that support the
operations and assets of the organization, including those
provided ormanaged by another organization, contractor
orothersource, aswell as services that are either fully or
partially provided.

-Information systems and applications that are hosted,
outsourced or cloud based.

Policy:

1. The establishment and sustainment of vendor management is
aprocess foridentifying and assessing risks and threats with
third-party providers that support the organization.

2. [Company Name] shall designate roles and responsibilities for
those involvedinvendormanagement.

3. [Company Name] shall establish management and technical
support forvendormanagement.

4. [Company Name] shalldevelop, document, and disseminate
this policy to allemployees, contactors and users authorized
to access organizationalinformation systems, or systems
operated ormaintained on behalf of the organization.

5.The policy shall be reviewed and updated atleast annually or
when amajor change impacts the validity of the policy and
procedures. It shall be disseminated among personnel with
appropriate job functions governed by this policy.

6.The policy shall be consistent with any changes to
procurement rules ornew or significantly changed contracting
laws, regulations or policies.

7.The policy shall direct the development of a planforvendor
managementrisks associated with the organization’s
business practices.

8. Policies, procedures, and vendor management documents
shallbe protected from unauthorized disclosure and
modification.

9. Due diligence and periodic testing.

Procedures:

« Contract processes shallinclude vetting third parties and

developing contractuallanguage forinclusioninto contracts.

« Procedures willinclude review of third-party privacy policies

andnon-disclosure agreements.

Vendor Management Controls and Processes:

« Establishaprocess to determine where [T related processes
are conducted onbehalf of the organization.

« Establishaprocess orprocessesto assess vendors that
provide third-party IT services.

» Assessments should be conducted atleast annually and
shouldinclude aprocess to mitigate vulnerabilities through a
plan of action and milestone (POA&M) process.

« The POA&M process should be reviewed by the appropriate
organization team member(s) to ensure mitigations are

effective.

» Document selected andimplemented vendor management
processes and controlsin associated system documentation.

Risk Management:

« |dentify risks based onrisk tolerance levels and the
organization’s mission and data sensitivity.

« Assessrisks based on applicable laws, regulations and
guidance.

» Address and managerisks via corrective action process/
POA&M process.

« Monitoring of risks, risk tolerance levels and re-assessment
andtesting follows organizational processes.
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Vendor Management Agreements:
Establishagreements and procedures with entities involvedin Company Name processes viacontract agreements.

Version ‘ Date ‘ Change Summary ‘ Approved By
1.0 1/1/1901 Initial draft Name, Title
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Additional Resources

D71 KA
J
Consulttheseresources formoreinformation r

asneeded. |:||][| -

CIS Software Supply Chain Security Guide GTIA Member Benefits
https://www.cisecurity.org/insights/white-papers/cis-soft- https://gtia.org/membership/member-groups/mem-
ware-supply-chain-security-guide ber-programs

CISA Vendor Supply Chain Management GTIAEvents
www.cisa.gov/sites/default/files/publications/ICTSCRMTF_ https://gtia.org/events/

Vendor-SCRM-Template_508.pdf

GTIA cybersecurity Programs
https://gtia.org/membership/cybersecurity-programs

GTIABlog
https://gtia.org/blog
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