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Introduction

1

henpeople think about businesses

in North America, big-name public

companies most oftencome to mind:

Apple and Microsoft; General Motors
and Ford, Walmartand AT&T. The list goesonandon.
Butwhile theselarge corporations attract most of
the mindshare and media attention, itis small- and
medium-sized businesses (SMBs)that comprise the true
backbone of the U.S.economy. According to the U.S.
Bureau of Labor Statistics (BLS), companies with fewer
than 500 employeesrepresent 99% of allbusinessesin
the country and employ 45% of the total workforce. The
U.S. Chamberof Commerce estimates that there are
33.2M SMB businesses nationallyin 2025 and that they
contribute 43.5% of U.S. GDP.

The takeaway?It’'s avery good chance youand some

of your family memberswork forone of these smaller
companies, whetherthat’'samom-and-pop restaurant,
amid-sized manufacturing firmora20-persondigital
marketing agency.

Andjustlike giant corporationsin the enterprise, SMBs
face theirowndynamiclandscapein 2025, defined
increasingly by rapid technological change, shifting
economic pressures, mounting cybersecurity concerns
andworkforce skills challenges. ForIT service providers
(ITSPs)and other channel firms, forwhom the SMB
market constitutes the primary customerbase, it’s
imperative tounderstand therole that technology can
playinthis diverse ecosystem’s business priorities,
budgets and painpoints. Lack of insight puts ITSPs and
othertech providerswho sell theirservices to SMBs at
acompetitive disadvantage, especiallyinthe age of
generative Al,increasingly sophisticated cybersecurity
threats and hyperscalermarketplaces that sell all
manner of technology.
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Inflation and Tariffs Top List of SMBs’ Worries Over Next 12 months

Inflation 58%
Impact of tariffs 50%
Possible economic recession 45%
Supply chain & other logistics 33%

Cybersecurity breaches/attacks

N

8%
World events (i.e. wars, pandemics) 26%
Difficulty finding skilled workers 25%
Cash flow for capital expenditures 24%

Stock market volatility 23%

Increased complexity of technology 18%

GTIA SMB Tech Buying Trends 2025 | n=720

Forthisresearchreport, GTIAsurveyed 720 owners, managers and otheremployeesinvolvedin
technology decisions at SMB companies with fewerthan 250 employees across North America.
The sample breaks down by three differentindividual sizes: Micro (2-9 employees), small (20 -
99)and medium (100-249). Capping the total size at 249 employeesruns below the sub-500
threshold the BLS usesto define the SMB sectorbutreflects amorerepresentative demographic
thattheIT channeltypically, thoughnot exclusively, serves.

Likewise, the study sample includesrespondents fromahost of verticalindustry sectors
toreflectthe diverse, non-monolithic nature of the SMB ecosystem. Whetherit'sretail or
professional services, manufacturing orhealthcare, finance orinformation technology, SMBsin
individual verticals and their subsets sport distinctive business priorities, techneeds, budgets
andusage patterns. Forthe channel,understanding these differencesis key—and savvy.

Some of the bigwinnersintoday’s tech channel are those that have shifted away from being
technology generalists to specialize and go deep with their skills, whetherit’s polishing their
verticalindustry chops, Aland data skills,and/ordeep cybersecurity acumen.

Allthat considered, SMBsrepresent amassive channelopportunity. Theirappetite for
technologyremains high as theylook toinnovate and drive revenue while also streamlining
operations to become more efficient and profitable. And as digital solutionsbecome ever

more centralto SMB operations, these companies will be challenged to keep pace—notjustin
technology adoption butinbuildingresilient, forward-thinking strategies that anticipate both
risksand opportunities. And that’'swhere the channelcomesin. Thisreportisaimed atinforming
ITSPs, MSPs, resellers, consultants and the rest of the channelecosystem about current tech
trendsinthe SMB space. The goal: Help you buildrelevant services offerings, sales and marketing
strategies, and customerengagement/retention plans. Intoday’s complextech environment,
SMBsneedexpert help.
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Top 5 SMB Key Takeaways

#1 . Growth and Efficiency Drive SMB Business Priorities
#2 . Tech’s Role in SMB Goals is Prominent, Budgets Are Up
#3: Most SMBs Say Al Most Impactful Tech over Next 2 Years

#4: Cybersecurity Matters to SMBs but Not as Much as It Should

#5: SMBs Spread the Wealthin Tech Sourcing, Engagement
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TAKEAWAY NO. 1;
Growth and Efficiency Drive
SMB Business Priorities

hile SMBs clearly worry about the state of concernsover tariffs,inflation, supply chainupheavals,

the greatereconomy, theyremain cautiously ~ world events, etc. Nearly 6in10 SMBs point toinflation

optimistic about theirownbusiness astheirtopworry. That sentimentisborne outinother

performance with a third of companies studies. Insurance giant MetLife, forexample, foundin
describingtheircurrent operations as “thriving” and half 2025that58% of SMBscited inflationas amajorissue for
claimingtobe “holding steady.” That’sthe good news. them, up from19% whenitsresearch on the topic began
Onthelesspositive side, SMBsdo not sugarcoat their in2021.

SMBs More Optimistic About Own Business than Greater Industry

Industry in general My company specifically

7

B Very pessimistic M Somewhat pessimistic [l About in the middle Somewhat optimistic [l Very optimistic

GTIA SMB Tech Buying Trends 2025 | n=720
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SMBs Eye New Markets, Efficient Systems as Top Business Goals

Top business objectives in next 12 months Business health reported in past 12 months

Identifying new markets 43%

Implementing more efficient systems
Hiring skilled workers for strategic goals
Successfully launching new services
Renewing/maintaining key accounts
Cultivating & implementing new ideas
Growing new product lines Thriving
34%
Managing regulatory uncertainty Struggling
New branding/marketing campaign slightly

13%,
Defending against new threats
Struggling majorly
Hiring a more diverse workforce 14%
[ 14% 2%
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Ingeneral, most SMBs have more faith in the health of theirown company vs. the greater
economy.And as such,individual SMBs are forging aheadin 2025 with theirtop business
objectives, splitting theirattention evenly between adding new customers/exploring new
markets and implementing more efficient systems as theirtop two pursuits.

The goodnews forthe channelis that these objectives are complementary and equally driven

by the application of technologies. Astute ITSPs can capitalize on SMBs’ pursuit of the perfect
blend of revenue growth and operational efficiency by offering services that highlight their
business consulting expertise combined withtechnological prowess. Forinstance, they can
assistcustomersinleveraging Al or data analytics toidentify new market opportunities or
develop targeted sales and marketing strategies. Additionally, ITSPs can help modernize SMBs’
outdated systems, devices and applications to eliminate workflow bottlenecks and enhance
back-end operational efficiencies. MSPs are uniquely positioned to boost customer efficiencies
by managing the day-to-day IT operations of the smallest SMBs that oftenlack arobust—orany—
ITpersonnelinhouse.

Acrossvertical segmentsin the study, retail (53%) and professional services (50%)respondents
citedthe quest fornew customers and markets as theirtop business priority. Both these sectors
rely heavily onattracting net-new customersinvolume to their stores andindividual practices,
alongwithfinding new ways to grow revenue through expansion. Other sectors are more focused
onimplementing and optimizing systems for greater efficiencies, notably firmsin finance (51%)
andhealthcare (48%). SMB-sized companiesinfinance and healthcare often struggle with
outdated systems (both hardware and software) and alegacy of manual processes. That can
hinder theirability to take advantage of betterdigital technologies. Consider the inefficiencies
of adentist office stacked with file cabinets filled with folders of patientrecords compared with
digitaldocumentation systems.
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Talentacquisitionis also a priority. SMBs are no different than all businesses today in seeking to
hire workers with skills that map to strategic goalsinvolving Al, cybersecurity and other emerging
technologies. Competition fortalentinthese disciplines canbe fierce, however, whenfacing
largercompanies accessing deeperpocketstowoo candidates. SMBs’ need forexpertiseinan
increasingly complextechnical environment should openmore doors for ITSPs to walk throughiif
theyneedtoturnto outsourcing over organic hiring.

SMBs alsoneed help with tech strategy. While many SMBs say they could get somewhat better
atongoingtech operations and executing/implementing new projects, a third believe they
already excelinthese areas today. But whenit comes to developing abroadertechnology vision
and strategy, most SMBs are less confident. Just19% say they excel at developing visionand
strategy, withthe balance, 8in10, admitting this area needs muchimprovement. Thisisinline with
what othertech analysts are saying. Forexample, Anurag Agrawal, founder of the ITresearch firm
TechAisle, estimates that fewer than half of SMBs have mature orcomprehensive IT strategiesin
place asof 2025.

Having a clearvisionand strategy, while already essential, will only grow more crucial as business
undergoes amassive shiftto generative Al, automation and a sharp rewriting of how technology
playsaroleinworkandlife. Thisreport discusses Alin anothersectionin detail, butit’'sworth
noting here that one of the earliest opportunities ITSPs willhave regarding Alis consulting to help
their SMB customers craft avision forif, whenand how they willintroduce Alinto theireveryday
functions.

SMBs’ Self-Rating of Tech Acumen Reveals Room for Improvement

On-going operations 32%
Execution/implementation 25%
Vision and strategy 19%
m Area where we excel m Some room forimprovement H Lots of room for improvement

13%

18%

20%

GTIA SMB Tech Buying Trends 2025 | n=720
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TAKEAWAY NO. 2:
Tech’s Rolein SMB Goals is
Prominent, Budgets Are Up

N

ore good news for the channel can be found

inthe solid percentage of SMBs thatidentify

theiruse of technology as strategic. Two

thirds say technologyisaprimary factorin
helping themachieve theirbusiness goals, especially
aroundimproving worker skills, managing dataand
drivinginnovation. Another 31% say technologyis a
secondary factorinmeetinglargerbusiness objectives,
while just 4% deem tech anon-factor.

Amongthose second two groups thereisroom here
forITSPsto make the case thattechnology canbea
maindriverin fulfilling a variety of generalbusiness
objectives. Considerthis: The datareveals asignificant
correlation betweenthe most successful SMB
businesses and theiruse of technology. Over75% of
respondents who describe theirbusiness as ‘thriving’
vs ‘holding steady’ or ‘struggling’ credit technology
as akey factorinachieving business goals. Famously,
correlationdoes not alwaysimply causation, butin this
casethedatacanbeatleastinterpreteddirectionally
thattechisacomponent of ahealthy business.

LGTIA
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Good News: Tech Plays Pivotal Role in Reaching SMB Business Goals

Primary factor

Primary
factor

65% 18%

Secondary factor
42%
I3%
Non-factor I4%
l5%
Non-factor m Thriving business w Holding steady business
4% m Struggling business
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Among the different sizes of SMB companies, three quarters of those inthe medium
category (100-249 employees)rate technology as a primary factorinaccomplishing
business priorities, higherthan 68% of small SMBs (20-99 employees)and 54% of micro
SMBs (2-19 employees). These findings are not surprising as the largerthe company is, the
more likely that technology useis more comprehensive, budgets are largerand thereisan
in-house IT staff thatadvocates fortech asabusiness driver.

Whenitcomestotechnology areas that SMBs say they need the mostimprovement,
cybersecurity and hiring workers with newer tech skills top the list on average across

the totalrespondent pool, but there are variations among the different company sizes.
Medium-sized SMBs, forexample, cite the need to hire workers with newer tech skills along
with effectively managing/using data with greaterincidence thando smaller firms. Again,
thisisfunction of the greater complexities that come with operatinga company withmore
moving parts.
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Worker Skills, Data, Cybersecurity Lead List of Tech Improvement Needs

IS
3

Hiring/employing workers with newer tech skills - 41%
o

W)

Cybersecurity / data security
34%
. . . 45%
Effectively managing/using data 31% -
50,

Figuring out how to integrate apps, etc.
31%

Getting more ROI from technology investments

33%
. . 35%
Managing increasingly complex technology
28%

25%

Next-gen customer engagement/management
30%

N

Modernizing aging equipment or software 28%
22%

Understandingthe extensive choices available 240/26%
o

20%
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E-commerce or mobile-commerce
20%

m Medium business ~ m Smallbusiness  ® Micro business
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There’s also quite a bit of variation across verticals for the tech areas they say they need most
improvement. Healthcare-focused SMBs most want to modernize aging systems and apps,
while retail SMBs seekimprovement to theirecommerce and mobile systems. Finance and
professional services SMBs struggle most with the integration of applications. ForITSPslooking
to specialize, these are the painpoints to best understand about your customers to engage
successfully.

Meeting any of these tech needsis going torequire budget, of course. One of the more
interesting characteristics of SMBs compared to mid- and enterprise-sized companiesis that
they tendtospendalargerpercentage of revenue on T than theirbigger counterparts. SMBs
that spend more oftendo so because they lack economies of scale orview ITinvestmentasa
way to compete with biggerrivals.

But “tend”to dosoisanimportantdistinctiontonote. Thisisbecause sizeis only one factor that
influences tech spending. Vertical-industry focus, digital sophistication and organizational
aggressivenessalsoinfluence spending. It’'snotuncommon for a financial services firm to
spend more than10% of itsrevenue onIT, whileitisrarerto find an agricultural business that
allocatessomuch of itsbudget toIT.In general, companies of all sizes spend roughly 2-7% of
theirannualrevenue onlT. Butagain, thisis a generalization. Some organizationsin IT-intensive
industries, such as software development, spend more than 15% of theirrevenue on T for
obviousreasons.
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Annual Spend on Technology by SMBs of All Size Ranges

18%

16%
12%
9% 9% 9%
I

Lessthan $5,000- $10,000- $25,000- $50,000 - $100,000 -$250,000 -$500,000 -$750,000 - $1mil-  $3mil-  $5mil-
$5,000 $9,999 $24,999 $49,999 $99,999 $249,999 $499,999 $749,999 $999,999 $2.9mil $4.9mil $9.9mil

8%
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Based onwhat this study’srespondents are saying about their 2025 tech spending thisyear, a
solid portionhave budgeted more than they did ayearago. Forty percent of SMBsincreased
theirtech budgetyearoveryearfrom 2024, while about half kept their spending at the same
levelsas 2024 andjust 9% decreased thislineitem.

Four-in-10 SMB Firms Increased Their 2025 Tech Budget over 2024

2024 to 2025 Tech Budget Change Change Expectations for 2025 Tech Budget

About the
same
41%

About the
same
47%

Some
decrease
15%

Much lower Much higher Significant decrease Significant increase
3% 4% 3% 7%

GTIA SMB Tech Buying Trends 2025 | n=720
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Fourin10 also said they expect torevisit the amount they have allocated fortech spendingin
2025andincreaseitat some point during the year. Pre-planning to adjust theirbudget upwards
mightreflect an optimistic attitude about theirbusiness performance as the year proceeds.
Previously unbudgeted funds might be earmarked to take on delayedinfrastructure updates,
hire new IT staff orventureinto Al. On the flip side, about 18% of SMBs expect toreduce theirinitial
2025 tech budgetdownward before the yearends, perhaps anticipating insufficient cash flow or
otherissues due to economic conditions.

From achannelperspective, thisbudgeting behaviorunderscores theimportance of conducting
quarterly businessreviews with SMB decision makers. Meeting regularly to go overchangesin
techspending expectations—up ordown—and align on new initiatives or shiftsin original plans
puts the channel providerinthevirtual CIO’s seat and part of strategic and tactical decisions.

Toensure QBRs are effective, it'simperative to know who is making and/orinfluencing customer
techdecisionsandinclude those constituentsinyourreviews. Within SMB companies, these
responsibilities appearto be balanced across two main groups:

SMB Primary Tech Decision Makers

29% 30% 38%

IT managers/CIO Line of business Both groups
managers/business
owner/department heads

Theinfluence of business-focused employees (LoB) ontechnology decisions has been atrend
acrossall-sized businesses foryears now, largely due to the ubiquity and ease of cloud-based
services procurement, mobile applications and online marketplaces. That could be changing,
however,as more companies limitbusiness managerinvolvementintech purchasing. The
reversalstemsfromanincrease companies have seenin SaaS subscription sprawl, security
challengesandotherconcerns. As McKinsey & Co. notes, sourcing and decision-making

have evolvedinthe past few years. “An overwhelming majority of SMBs have moved away
fromafederated modelto centralize purchasing decisions,” McKinsey noted in 2023. “Among
businesseswithmore than 25 FTEs, 37% say that the IT departmentis expectedtohold more
powerindecisionmaking during the next 12 months, and the percentage is evenhigherforthose
withmorethan10O0 FTEs (40%).”
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Formany companies a collaborative modelis working, which allows business staff to have input
into tech decisionsbuttodo soinconjunctionwithan|T departmentasaway to pre-emptany
negative tech orbudgetramifications.

Focus for Tech BudgetinLast 12 Months

37%
22%
19%
13%
9%

Strategic initiatives Maintaining stable Technical debt Urgent incidents Automation
operations

GTIA SMB Tech Buying Trends 2025 | n=720

Interestingly, many of the SMB tech decisionsinthe last year, whethermade by businessorIT
staff, have focused on maintaining stable tech operations and making planned improvements.
Thirty-seven percent of respondents say decision makers at theircompanies have targeted
spendingon brass tacks techneeds such asworkerdevices, website upkeep, and cybersecurity,
while fewer (22%) say budget has gone toward newer, strategic techinitiatives that drive
innovation. Medium-sized firmsin the sample were more likely to have tech decision makers
focusedoninnovationinthelast sixmonths, againreflectinglargerbudgets and more plentiful
techstaff tojuggle existing operations and emerging opportunities.

Tobe clear,however, focusing heavily on maintaining stable operationsis not proof that SMBs are
eschewing cutting-edge uses fortech—they are not. Practical infrastructure investments and
well-running IT environments are paramount formany SMBs, especially during times of economic
uncertainty. But soisinnovation andrevenue growth. And the twoinitiatives aren’t necessarily
atodds. Forexample, upgrading coreinfrastructure such as serversand otherdevicesisa
prerequisite to deploying processing-heavy Al solutions effectively.

Considerthe dualemphasis of medium-sized firmsin the study. Presumably with deeper
pockets and moreinternal IT staff, these companies were the most likely in the study to assign
budgetandfocustotechinnovationinthelast12 months. Andyet, they were nearly asinvestedin
spendingonaddressinginfrastructure-related technical debtissues, whichmost oftenmeans
modernizing equipment. And again, infrastructure modernizationlays the groundwork for Aland
otheremerging solutions.
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Inasimilarbut more specific spending-oriented survey question, respondents were asked to
identify where the majority of tech spendinginthe pasttwo years has gone across four specific
categories. Theresponses wereremarkably balanced. A quartereach of respondentsidentified
theircompany’s top tech purchasing categoryinthelasttwoyears as eithercore infrastructure,
industry-specific solutions (i.e. vertical applications) oremerging tech. The other quarter cited
eitheracombination of those three categories (16%) or consulting services (8%). Purchasesin
any of those four categories could drive both strategy andinnovation and operational stability.

Most SMB Workers Satisfied with Their Organization’s Technology

Satisfaction Rating with Firm Tech Top Tech Purchasing Categories in Past 2
Years

25% 25% 25%
Somewhat 16%
satisfied /
dissatisfied
Completely 23%
satisfied
23%
Completely Mostly Core Industry Emerging  Consulting Combination
dissatisfied dissatisfied infrastructure  specific tech services
1% 3% purchases
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Bottomline? SMBs’investmentintechnologyis aprimary driverin theirbusiness priorities,
whetherthose tiltinward at operations and efficiency or outward toward innovation and revenue
growth. The trick forchannel firmsistounderstand the individual SMB they are working with
tohelp themcrafttechnology solutions that work toward their desired business outcomes,
takinginto considerationup-or-down budgets, technical staffingissues and skills gaps, vertical
industry compliance dictates, preparednessforAl, etc.
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TAKEAWAY NO. 3:
Most SMBs Say Al Most
ImpactfulTechoverNext 2 Years

lhas been mentionedin several placesin this

report, but this sectionwilldetailwhere SMBs

are withrespecttoadoptionand spendingon

whatis likely tobe the most transformative tech
developmentindecades.

The surging generative Almarket (Gartner’'s March 2025
forecast estimates global spending on generative
Altoreach $644Bin2025—up 76.4% compared to
2024 levels)is goingtoimpact every size and type of
company across the economy at some point, most
likely soonerratherthanlater. Agentic Alis alsolooming
large as anautonomous Al technology that will rewrite
the way companies conduct business activities, deliver
technology services, and deploy the humanworkforce.
For SMBs, Alwillempowerthem to punch above their
weight, but only through strategic andresponsible
adoption, whichis asignificant task that astute ITSPs
should be stepping up to help their customers navigate.

SMBs of all sizesand verticals are clearly aware of the
hype, though many are still very muchin the formative
stageswith Aladoption. Asitrelates to allemerging
technologies,including Al, SMBs hold a mostly positive
opiniononthe prospects of such thingsasloT, digital
workplace, VR/AR, metaverse, etc. Alittle more than
half of respondents gave theirthumbs up to emerging
techtoday, with just 9% going thumbs down. Other
respondentsarelessbinaryintheirassessment, with
22% sayingit'stooearlytotellwhatemerging tech’s
impactisgoingtobeand18% sitting onthe fence with
partially positive/partially negative opinions.

LGTIA
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How SMBs View Artificial Intelligence and Other Emerging Tech

Current View of Emerging Tech Market Most Impactful Emerging Tech Next 2 years
n
Digital workplace
Enterprise collaboration
s
Too early loT
" 9
Possz';,ve = VR/AR
Metaverse
RPA
oo
Quantum computing
Edge computing
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Thereisalmost no ambiguity, however, whenit comesto which emerging technology SMBs
believe willhave the mostimpact on businessin the next two years. Nearly two-thirds (63%) of
respondentssingled out Al as the top impact driver. No other technology on thelist evencomes
close, withthe second mostimpactfulbeing digital workplaces, cited by 28% of respondents.
This point of view about Alis shared by SMB companies across the size spectrum and vertical
industry segmentation of the data, and it speaks to the urgency of the moment that Alis not
simply a “future” endeavor but one thatrequires attention now.

What willbeimpacted by Al? The possibilitieslistislongandincludes bothupsides and
downsides for SMBs. Just a sampling of examples follow below:

ShortList of Positive Impacts of Al on SMB Business

=  Boosting Operational Efficiency and Automation: Forexample, automating repetitive tasks
likeinvoicing or customerinquiries, scaling productivity without additional hiring, etc.

=  |mproving Customer Experience: Forexample, using chatbots for24/7 customerservice,
personalizationtools fortargeted marketing, etc.

= BetterData-Driven Decision-Making: Forexample, faster, moreinsightful analysis of sales
data, website traffic, etc.

Short List of Negative Impacts of Alon SMB Business

= Costof Entry/Complexity: Forexample, dealing with expensive Al customization or
modeling, upgrading of infrastructure onatightbudget, lack of in-house Al skills, etc.

= Cybersecurity and Data Privacy Risks: Forexample, dealing withunforeseen data sharing
and complianceissuesthat comewith Alusing cloud platforms, lack of in-house Al skills, etc.

= Regulatory Uncertainty/EthicsIssues: Forexample, navigating what willbe araft of newand
changingrules around Aluse withrespectto data, IP and other considerations without a lot of
in-houselegal support
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The abovelistsrepresentjustafew of the provs. condeliberations facing SMBs as they navigate
decisionsaroundusing Alintheirbusinesses. Today’s SMBs break down primarily into two camps
regarding Aladoption: Ambitious and operational (31%) and those inthe planning stages (48%).
The other20% say they are eithernotinvolvedyetin Al (with theimplication that they willbe at
some point), orthose thathave no plansto adoptAl atall.

SMB Current Adoption of Al Mostly in Planning Stages

Overall Firm Involvement with Al Ambition By Industry

Ambitious

Planning

Not involved yet

No plans

19%
44% Healthcare

Manufacturing ‘

23%
Professional
services

36%
Retail/
Wholesale

13%

33%

0,
7 Finance
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Let’'sconsiderthe firsttwo groups. The 3in10 SMBs that describe theiruse of Alas ambitious say
they haveincorporated the technology to some degree oranotheracross functionsinternally
and out to customers. The planning stage group—comprising the largest percentagein the
study—say they are moving ahead with Al experimentation, piloting certain products and
solutions bothinternally with some staff and externally with some customers. Alusage, whether
through fulladoption or pilot projects, canrange from entry-level tasks like using content-
generationtools suchas ChatGPT or Copilot, to advanced applications foranalyzing data to
predict cybersecurity risks oridentify critical maintenance needs.

Onthehorizonare use cases thatleverage agentic Alin ways that will both extend the capabilities
of SMBs and challenge their organizations. Unlike generative Al, agentic Al can autonomously
make decisions, take sophisticated actions andlearn asit performs duties. Initially, agentic Al
agentswill performssingle tasks without humanintervention. This may be managing an email
marketing campaign thatrequires creatingideal user profiles (IUPs), generating content,
identifying prospects and sending out emails. In the future, swarms of agents workingin tandem
could handle so muchmore, including taking overan entire marketing department foran SMB.

Additionally, SMBs may soon be consuming the services they get from MSPsvia Al-based
agents. Introducing these digital agents to perform specific tasks (think billing, invoicing,
incidentresolution, etc.) willchange the nature of how SMBs pay forthose services, how they
procure themand how they work with MSPs today.

LGTIA
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Alwillimpact the various verticalindustriesin different ways as well, with certain sectors having
obvious use cases forthe technology today and othersless so. Looking at the verticalindustry
segmentation of Aladoption from this study, the sectors that are most ambitious and operational
with Altoday are IT(47%), forobviousreasons, and manufacturing (44%). SMB-sized IT firms such
as software companies today are using Al to write code as wellas myriad other tech-related tasks.
And manufacturing firms also have many uses for Al, including taking the data their sensors collect
fromshop floors to conduct predictive maintenance, quality controlandinspection.

Ontheflipside fromthose two groups, fewer SMBsinthe healthcare (19%) and professional services

(23%) sectors areinfulladoption of Altoday, which could speak to more general hurdles such as cost
of entry,compliance concerns, orlack of in-house Al skills.

Top Factors Driving SMBs to Make/Consider Al Investment

61%
49%
41%
36%
29% 29% 28%
19%

Increase Increase Boost sales Automate Customer Advance Competitive To avoid
productivity innovation processes and demand digitization differentiator obsolescence
job functions efforts
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Top Challenges SMBs are Facing in Making/Considering Al Investments

Cost of entry Lack of Identifying  Difficulty hiring Lackof quality UnknownROI Business/sales Lackof best Lack of
technical suppliers skilled staff data training practices customer
training education

GTIA SMB Tech Buying Trends 2025 | n=720
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Regardless of where SMBs are today onthe Al spectrum, an overwhelming majority upped their
investment thisyear. For2025’sbudget cycle, 62% of respondentsincreased theirAl spending,
including 18% that did so significantly and 44% moderately. That pattern of increase showed up
mostly evenly across company size and vertical sector segmentation exceptinthe case of the
micro-sized SMBs, where investment was notably less thanthe average, and the IT sector, where
itwasnotably higher. Albudgets are expected to continue to growin 2026 and beyond, whichis a
clearinvitationto ITSPs and the channel community to engage SMBs with solutions and services
thatinclude this technology.

SMB Budgets for Artificial Intelligence in 2025 on the Rise

Increased
significantly
18%

Decreased
4% GTIA SMB Tech Buying Trends 2025 | n=720
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TAKEAWAY NO. 4.

N

any SMBs have historically believed their

companies are not primary targets for

cybersecurity attacks. Not bigenough,

visible enough, cash-richenough. It’san
understandable conclusiontoreach, butunfortunately,
afalseone.In2025, cyberattacks targeting SMBs are
alarmingly frequent. SMBs arejust aslikely aslarge
corporationstoattract the attention of cyberattackers,
or,more likely, the system of automated bots they
deploytofindandbreachnetworks. These kinds of
cyberattacksreplicated at scale across thousands of
SMBscanbejustaseffective toanattackerasasingle
hit ona majorenterprise corporation.

Butthe worst partis that SMBs are farmore vulnerable
to catastrophicresults fromacyberattack than
largercorporations. The big firms have legal teams

and financialresources to weatherthe storms, not to
mentionthe technologicaldefensesinplace to thwart
attacksinthe first place. SMBs, as the statistics below
bearout, are oftenforcedto shuttertheirdoorswhenan
attackoccurs.

Cybersecurity Matters to SMBs
but Not as Much as It Should

Considerthe following:

= ConnectWise’'sThe State of SMB Cybersecurityin
2024 study (conducted by research firmVanson
Bourne) found that 94% of SMBs have experienced
atleastone cyberattack,up from 64%in2019. The
study also found that 76% of SMBslack thein-house
skillsto properly address security issues.

= AVikingCloud study, 2025 SMBThreat Landscape
Report, foundthat1in 3 SMBsface asuccessful
cybersecurity attack annually and that1in 5 SMBs
have hadto close because of these attacks. That
samereportfound 60% of SMBs admitting they are
targets forattacks butunderestimating therisk.

= AstudycompletedbyDevolutions,a Canadian-
based MSP, found that 80% of SMBs consider
themselves well protected, butless than
60% employ essential security measureslike
password managers, two-factorauthentication or
cybersecurity training.
A2024 Microsoftreport foundthat the average
total cost of anattackis $254,445, butitcanrunas
highas $7 million. For SMBs, especially those inthe
2-249-employee category, those amounts can
easily eclipse totalannual revenue.

LGTIA
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A good-enoughmentality toward cybersecurityis fartooriskyintoday’s fraught landscape.
SMBrespondentsin this study have not yet figured that out fully. Yes, most clearly do have
cybersecurity ontheirradar, but theirresponsesreveal theirfocusisnot to the degreeit
shouldbe. Considerthatjust 28% of themidentified cybersecurity as an area they worry about
negativelyimpacting theirbusiness this year, which flies in the face of statistics that identify the
demographic asanespecially vulnerable target.

Whenasked how they wouldrate the attentionand spending focus that cybersecurity attracts at
theirorganization, 40% describedit as strategic and proactive. [t means cybersecurity is top-of-
mind for theircompany ownerand other stakeholders and that a healthy percentage of totaltech
budgetis devotedto cybersecurity spending. Sounds greatright? Not so much. Fourin10 SMBs
having a strategic and proactive approachis farlower thanit should be. The potentially grave risks
of cyberattacks should belightinga fireundermostorall SMBs to adopt this mindset.

SMB Approach to Cybersecurity Not as Strategic as It Should Be

Strategic/
proactive
40%

Strategic/proactive Moderate Tactical/reactive
importance

Tactical/
reactive
12%

m Micro = Small = Medium
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Andyettoday theyaren’t. Forty-six percent of respondents say their SMB company considers
cybersecurity an area of “moderate importance.” Inmore detail, thismeans that cybersecurity
isasignificant part of these firms’ tech decision-making and budgeting process butinmore of a
‘good-enough”way that they acknowledgeis not comprehensive. Forexample, this group might
require non-negotiable cybersecurity protections (basic AV, firewall, etc.) but likely does not use
advanced, proactive security tools.

Thenfinally, the least strategic group. Twelve percent of respondents say theircompanies are
simply putting out fireswhenitcomesto cybersecurity, addressing company needs andindividual
incidents asthey happen, but not devoting amajor portion of annualtech spendingtoit.

This seemingly complacent approachby alarge portion of SMBsto cybersecurity screams
opportunity fortoday’s channel, especially ITSPs that have elevated cybersecurity to one of their
core offerings and skills areas. Educationand awareness are solid starting points.
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SMB Budget Priorities for Cybersecurity Span Range of Tech Areas

Compliance issues
L ]

Edge of network security 22%
GTIA SMB Tech Buying Trends 2025 | n=720
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TAKEAWAY NO. 5:
SMBs Spread the Wealthin
Tech Sourcing, Engagement

MBs use avariety of suppliers for their tech 40% fromretailersand 28% from the channel. To clarify,
needs, including direct fromvendors, online SMBs could choose multiple supplier options for this
marketplaces/hyperscalers, retailersand the survey questionandthe purchase types they were asked to
channel(i.e. VARs/resellers, solution providers, considerwere defined as transactions made forhardware
etc.) The clearly dominant sourcing choice for SMBs devices, networkinfrastructure and equipment, and
is directly fromvendors, which 65% of respondents software (including subscriptions)—but not formanaged
selectedfromthelist of techprocurement options. Forty-  services contracts/recurringrevenue, consulting, project-
five percent said they source from online marketplaces, orotherservices-related transactions.

SMBs of All Sizes Take Diverse Approach to Sourcing Tech Today

65%
61%

Direct from tech companies 68%

68%

e sy

44%

Localtech retailer

37%

20%

30%

Reseller/VAR
37%

mOverall ®mMicro mSmall Medium GTIA SMB Tech Buying Trends 2025 | n=720
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SMBs Spread Tech Spending Evenly Across Most Procurement Sources

Direct from tech
companies
27%

Reseller/
VAR

0,
Local tech 21%

retailer
21%
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While vendors are typically the primary source for SMBs’ basic hardware and software
procurement, the annual spending onthese itemsis fairly evenly distributed among all the
supplierstheyuse. Of allspending onthese specific tech products and subscriptions last year,
27% wenttovendors directly, 23% to online marketplaces, 21% toresellers/VARs and local
retailers,and 8% said they don’t know the allocation. This suggests that while SMBs might do
more frequent, highervolume business directly with vendors than VARs/resellers, they are
spending similar total amounts with each. It could be that the items they are buying from VAR/
resellers are more expensive or specialized (perhaps more advanced equipment orindustry-
specific software), ormore likely, come with some kind of additional services attached.

This sourcing data helps to confirmthat greaterdemand and revenue opportunity forthe channel
todayresideinservices, bothtech-related and business consulting. That's a truismthat has
beenborne outovertheyearsasincreasingly more ITSPs shift theirmajorrevenue source from
transactional product sales to services, bothrecurring and consulting/project based.

Outsourcing Trends by SMBs Range from Services Use to Break/Fix

How Often SMBs Outsource Tech Needs Primary Uses for Outside Tech Providers

N

General IT consulting /advisory / strategy services 9%
Cybersecurity related 29%
IT repair or troubleshooting 25%
Regularly Al initiative 24%
30% Cloud computing/digitalization initiatives 22%
Web design or e-commerce related 22%
ITdeployment, installation or integration 19%
Data analytics/ businessintelligence 19%

Mobile app development / mobility initiative 18%

Rarely/never Compliance-related
21%

Frequently
17% Procurement of hardware or software 17%

Workflow or business process automation initiative 16%

-
3
S

Telecom, communications, A/Vrelated 16%
GTIA SMB Tech Buying Trends 2025 | n=720
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More than Half of SMBs Using Managed Services Providers Today

Overall By company size

62%
40%
37%
31%
23%
I
considering

12% No, but considering No, and not
considering

No, and not

m Micro = Small = Medium
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SMBsseekoutlITservices. Specifically, 61% of respondentsreport outsourcingIT services either
regularly oroccasionally, primarily for general IT consulting or cybersecurity needs. On top of
that group, 17% say they frequently turn to outsourcing.

Small- and medium-sized study respondents (51% and 56% respectively) either frequently or
regularly avail themselves of outsourced help fortechnology projects and otherneeds. Micro-
sizedcompaniesdo so atlesserincidence (36%).

Likewise,itisthelarger-sized SMB companies that work withan MSP forongoing, contractual IT
servicesand management. Just about half of all SMBs in the study say they use an MSP to manage
and monitorsome aspect of theirnetwork and tech environment, but that runs up to 62% of
medium-sized and 57% of small-sized firms. IT operations forboth these groups are oftenmore
complex givenmore employees, therefore more devices, more network traffic and likely more
applications.
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Conclusion

N

mall and medium-sized businesses (SMBs) Artificialintelligence has become a powerful agent of
remain the economic heartbeat of the United change. Nearly two-thirds of SMBsidentified Al as the
States, accounting for the overwhelming mostimpactfultechnologyinthe nexttwo years, and
majority of businesses and a significant share 84% haveincreasedtheir Albudgetsin2025. From
of the nationalworkforce and GDP. Aswe look ahead automationto customerexperience enhancements and
through 2025, itisevident that SMBs are navigating a predictive analytics, Alpromises enormous operational
rapidly evolving landscape of economic uncertainty, gains. However, it alsointroduces complexity—
digitaltransformation and workforce shifts. For technically, financially and ethically—that many SMBs
technology providers, and other channel partners— are notequippedtohandle alone. Thisis acritical
this presents bothanurgent challenge and avast opening forITSPs to offeradvisory services, help build
opportunity. Alroadmaps andimplement solutions that align with
eachcompany’s business model, verticalneeds and
SMBs’ top business priorities—growth, efficiency organizationalreadiness.
andinnovation—are increasingly intertwined with
theirtechnology strategies. Encouragingly, alarge Yetalongside the optimismliesrisk. The study revealed
percentage of SMBsrecognize this, withmore than that cybersecurity stilllacks the strategic prioritization
two-thirds citing technology as akey enabler of their itdemands. Many stilladopt a “good enough” mentality,
business goals. Budgets are trending upward, with adangerous stanceintoday’s threat environment.
40% increasing theirtech spendyearoveryearand This vulnerability, combined withalack of in-house
afurther40%indicating they expecttoincrease expertise, positions channel firms to stepinas essential
spending mid-year. These data pointsunderscore a partners—notjustindeployingtools, butinbuilding
continued willingnesstoinvestinmodernization, data proactive, resilient cybersecurity postures tailored to
management and emerging technologies such as Al— SMBrealities.

evenamidinfiation, tariffs and otherexternal pressures.
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Furthermore, sourcing patternsindicate that SMBs are diversifying their procurement strategies.
While many buy directly fromvendors, spendingis fairly evenly distributed across channels,
marketplaces andresellers. This suggests that the most successfulchannel firms will be

those that pivot away from purely transactionalmodels toward high-value services. SMBs are
increasingly turning to outsourcing, with a majority in the smalland mediumbrackets relying on

IT servicesregularly orcontractually via MSPs. Managed services, consulting and project-based
engagementsnowrepresent the greatestrevenue potential.

The SMBmarketin2025is at a pivotaljuncture. These businesses are looking to scale, compete
andsurviveinacomplexenvironment defined by fast-changing technology and unpredictable
economic forces. Theirneed fortrusted technology partners has neverbeen greater. Channel
firms thatunderstand the nuances of the SMB ecosystem—its vertical differences, budget
constraints, strategic ambitions and operational gaps—will be best positioned to grow.
Whetherit's helpingan SMB create an Aladoptionroadmap, modernize legacy infrastructure or
implement cybersecurity defenses, therole of the IT channelin guidingand empowering SMBs is
notonlyrelevant—it'sindispensable.
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Methodology

TIA’s SMB Technology & Buying Trends 2025
study providesinsights around technology
usage and spending by smalland medium-
sizedbusinesses.

The quantitative study withinthe North America
region consisted of anonline survey fielded to

SMB professionals during May 2025. Atotal of 720
respondents participatedinthe survey, yielding an
overallmargin of sampling errorat 95% confidence of
+/- 4.0 percentage points. Sampling erroris larger for
subgroups of the data.

LGTIA

Aswithany survey, sampling erroris only one source
of possible error. While non-sampling error cannot

be accurately calculated, precautionary steps were
takeninallphases of the survey design, collectionand
processing of the data to minimize itsinfluence.

GTlAisresponsible forallcontentand analysis. Any
questionsregarding the study should be directed
to GTIAResearchand MarketIntelligence staff at
research@gtia.org.

GTIAadherestointernationally respectedand accepted
code of standards and ethics for market research.
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